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ABSTRACT

Cardiovascular disease is a leading cause of death worldwide and is associated with significant morbid-
ity and mortality. The use of artificial intelligence techniques, particularly machine learning algorithms,
has emerged as a transformative approach for enhancing early diagnostic accuracy of disease compared
with conventional diagnostic methods. This systematic review examines three core aspects: (1) com-
parative analysis of current machine learning algorithms in early diagnosis of cardiovascular disease, (2)
operational frameworks for clinical implementation, and (3) critical evaluation of regulatory compliance
and ethical implications. It summarizes recent advancements in machine learning-based heart disease
prediction, outlines a typical workflow for applying machine learning in clinical settings, and discusses
the regulatory and ethical challenges associated with its implementation. Finally, this review explores

Prediction
Feature selection

potential directions for future research in this rapidly evolving field.
© 2025 Elsevier Masson SAS. All rights are reserved, including those for text and data mining,

Al training, and similar technologies.

1. Background

Cardiovascular disease (CVD) is a leading cause of death world-
wide and is associated with significant morbidity and mortality; it
not only presents challenges to healthcare systems, but also inflicts
economic and social burdens [1]. Therefore, in order to minimize
deaths, early detection of CVD is crucial.

However, conventional methods for predicting CVD often suffer
from limitations [2], such as high costs, low accessibility and insuf-
ficient accuracy. These shortcomings highlight the need for more
efficient and cost-effective diagnostic approaches.

In recent years, artificial intelligence (Al), particularly machine
learning (ML) algorithms, has shown great potential in enhancing
healthcare systems by improving disease identification, diagnosis,
classification, prediction, prevention and treatment [3,4]. By lever-

Abbreviations: Al, artificial intelligence; AUC, area under the receiver operat-
ing characteristic curve; CVD, cardiovascular disease; EHR, electronic health record;
ICD-11, International Classification of Diseases, 11th revision; IoT, internet of things;
ML, machine learning; ROC, receiver operating characteristic; SMOTE, Synthetic
Minority Oversampling Technique.
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aging Al-driven models, healthcare providers can achieve more
accurate and timely predictions, ultimately reducing CVD-related
deaths [5]. Fig. 1 illustrates the workflow of an ML model used in
CVD prediction. A glossary of key terms is provided in Table A.1
better understanding of this article.

1.1. Study structure

This review follows a structured framework. In Section 2, we
discuss the advances in ML in predicting CVD, and compare it with
conventional analytical methods in this field. Section 3 provides an
introduction to the innovations in heart disease prediction using ML
methods. Data processing methods, the evaluation indicators used
most commonly and the cross-validation method are presented in
Section 4. Section 5 explores recent trends, discusses regulatory
and ethical challenges and provides recommendations for future
work in this area. Finally, a summary is provided in Section 6.

1.2. Methodology for paper selection

This review aims to analyse the application of ML models in the
prediction of CVD; the aim is to provide a new perspective on how
papers in this field explore this topic. The selection and retrieval of
papers was conducted using reputable sources, such as the Web of
Science and Google Scholar. Only documents written in English are
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Fig. 1. Overview of machine learning workflow.

included in this study. The search terms were “(Machine learning)
AND (heart OR cardio* disease)”.

2. Comparison of ML and conventional methods in CVD
prediction

This section aims to provide a comparison between ML methods
and conventional analytical techniques, to compare the advantages

Table 1
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and limitations of the two methods and to review research progress
made with ML models in predicting CVD.

2.1. Background

In the International Classification of Diseases, 11th revision
(ICD-11) [6], CVDs are primarily categorized under circulatory sys-
tem diseases. Table 1 provides a summary of the major CVDs based
on the ICD-11 classification criteria. The primary objective of CVD
prediction is to determine whether a given data point indicates the
presence of a cardiovascular condition.

2.2. Conventional methods

Healthcare professionals traditionally assess CVD risk using clin-
ical risk factors, echocardiograms to evaluate heart function [7]
and electrocardiograms to detect signs of congestive heart failure
[8]. Cardiac catheterization, although invasive, is another diagnos-
tic and treatment method. The term “major acute cerebrovascular
and cardiovascular events” (MACCE) is commonly used to describe
various CVD-related outcomes [9].

Several conventional risk prediction tools are widely used for
assessing CVD risk. The Cox proportional hazards model [10] anal-
yses patient survival times relative to predictor variables, and is
valued for adjusting multiple risk factors simultaneously, but it
assumes proportional hazards throughout follow-up, which may
not always hold. The Framingham Risk Score [11] estimates 10-
year coronary heart disease risk based on clinical predictors, but it
excludes other events, such as stroke, and is less accurate outside
USA-based populations. The Thrombolysis in Myocardial Infarc-
tion (TIMI) score [12] predicts ischaemic events in unstable angina
or non-ST-segment elevation myocardial infarction, but simplifies
risk by assigning equal weight to components, potentially over-
looking certain patient characteristics.

The Systematic Coronary Risk Evaluation (SCORE) system [13]
predicts 10-year fatal atherosclerotic event risk using limited
variables, such as age, cholesterol and blood pressure; although
practical in primary care, it focuses only on fatal events, and was
developed for European populations, limiting its generalizability.
The Global Registry of Acute Coronary Events (GRACE) score [14]
estimates 6-month survival after acute coronary syndrome using

Cardiovascular disease types in the International Classification of Diseases, 11th revision.

ICD-11 code

Cardiovascular disease type

Description

BA50, BA51, BA52, BA5Y, BASZ

BA81, BA82, BA83, BA84, BA85, BA86, BASY, BASZ

8B00, 8B01, 8B02, 8B03, 8B0OZ, 8B10, 8B11, 8B1Y,
8B1Z, 8B20, 8B21, 8B22, 8B23, 8B24, 8B25, 8B26,
8B2Z

BD40, BD41, BD42, BD4Y, BD4Z
BC20 Rheumatic heart disease

LA80, LA81, LA82, LA83, LA84, LA85, LA86, LA87,
LA8S8, LA89, LA8A, LA8B, LA8 C, LA8D, LASE, LASF,
LA8G, LA8Y, LA8Z

BD71 Deep vein thrombosis

heart or great vessels

BB0O Pulmonary embolism

Chronic ischaemic heart disease

Diseases of the coronary artery

Cerebrovascular diseases

Peripheral arterial disease

Structural developmental anomaly of

Chronic heart disease is seen as a result of atherosclerosis of
coronary arteries; it is characterised by angina pectoris and
unstable angina

Conditions affecting the blood perfusion of the heart

A group of brain dysfunctions related to disease of the blood
vessels supplying the brain, including “stroke”, which comprises
the following entities: intracerebral haemorrhage; subarachnoid
haemorrhage; cerebral ischaemic stroke; and stroke not known if
ischaemic or haemorrhagic

A disease of blood vessels supplying the arms and legs

Damage to the heart muscle and heart valves from rheumatic
fever, caused by streptococcal bacteria

A congenital malformation of the heart and/or great vessels or an
acquired abnormality unique to the congenitally malformed heart

The process whereby a thrombus (blood clot) forms in the large
veins of the peripheral venous system; in addition to obstructing
venous return it poses a hazard whereby the thrombus may detach
and embolize to the pulmonary circulation

Blood clots in the leg veins, which can dislodge and move to the
heart and lungs

ICD-11: International Classification of Diseases, 11th revision.
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multinational data, but may suffer from selection bias as a result of
voluntary participation in the registry.

The QRISK tool [15] predicts 10-year and lifetime CVD risk using
a wide range of factors, including body mass index and ethnic-
ity, but overlooks outcomes such as heart failure and the impact
of preventive treatments. Lastly, the HEART score [16] helps with
risk stratification for chest pain in emergency settings, facilitating
early discharge for low-risk patients, although clinical judgment
and local validation are essential for its effective use.

2.3. ML methods

The increasing demand for advanced predictive models has
driven the adoption of ML in CVD prediction. ML enhances early
disease detection, accelerates drug development, enables remote
monitoring and facilitates data-driven decision-making [17]. By
analysing complex datasets, ML models improve diagnostic accu-
racy, allowing timely interventions that reduce healthcare costs.

Most studies focus on supervised learning for CVD predic-
tion [18], where models learn from labelled data [19] to predict
outcomes. Supervised ML techniques fall into two categories: clas-
sification (e.g. disease presence); and regression (e.g. disease risk
score). These models use patient features, such as age, cholesterol
concentration and blood pressure, to identify disease risks [20].

Various ML techniques are commonly used to evaluate the risk
of CVD. A decision tree is a hierarchical model that identifies key
risk factors; it is interpretable and computationally efficient, but is
prone to overfitting and instability with minor data variations [21].
A random forest is an ensemble of decision trees that improves
accuracy and reduces overfitting; it handles high-dimensional
data well, but requires substantial computational resources [22].
Logistic regression is a statistical model estimating CVD probabil-
ity based on input features; it is efficient and interpretable, but
assumes linear relationships, limiting its handling of complex pat-
terns [23]. K-nearest neighbours is a distance-based model that
classifies new cases based on similar past cases; it is simple and
effective for small datasets, but computationally expensive for
large-scale applications [24]. Naive Bayes is a probabilistic model
based on Bayes’ theorem - efficient for high-dimensional data, but
limited by its assumption of feature independence, which may not
hold in real-world datasets [25]. AdaBoost is an ensemble method
that combines weak classifiers to improve accuracy; it adapts well
to difficult cases, but is sensitive to noise and is computation-
ally expensive for large datasets [26]. A support vector machine
(SVM) is a powerful model that finds optimal decision boundaries
for classification; it performs well in high-dimensional spaces, but
requires careful parameter tuning, and is computationally inten-
sive [27]. Deep learning comprises neural networks with multiple
layers that automatically extract complex data patterns, excelling
in large datasets; however, it requires substantial labelled data and
high computational power, and lacks interpretability [28].

There are also some emerging techniques. Gradient boosting is
an ML learning technique that builds an ensemble of weak learn-
ers — typically decision trees — by optimizing pseudo-residuals.
When using decision trees, it forms gradient-boosted trees, which
often outperform random forests. Unlike traditional boosting, it
allows optimization of any differentiable loss function [29]. Rein-
forcement learning is an ML approach focused on training an
agent to make decisions in a dynamic environment to maximize
a reward; it differs from supervised learning by not requiring
labelled data or explicit corrections, instead balancing exploration
and exploitation to optimize long-term rewards [30]. Q-learning,
a basic reinforcement learning method, stores data in tables, but
becomes impractical for large or continuous state-action spaces.
Reinforcement learning problems are often modelled as Markov
decision processes, with algorithms leveraging dynamic program-
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ming. Unlike classical methods, reinforcement learning does not
require a precise model of the environment, making it suitable
for complex problems. Automated ML automates the process of
applying ML to real-world problems, covering everything from
raw data to model deployment. Designed to simplify ML for non-
experts, automated ML accelerates model development, and often
outperforms manually designed models. Key techniques include
hyperparameter optimization, meta-learning and neural architec-
ture search [31]. Transfer learning is an ML technique where
knowledge from one task is reused to enhance performance on
a related task. For example, learning to recognize cars can help
with identifying trucks. This approach improves learning effi-
ciency and relates to cost-sensitive learning and multiobjective
optimization [32]. Graph neural networks are specialized neural
networks designed for graph-based data; they use message pass-
ing, where nodes iteratively update representations by exchanging
information with neighbours. Graph neural networks are part
of geometric deep learning, with some architectures resembling
convolutional or transformer networks. Applications span natural
language processing, social networks, biology, chemistry, physics
and optimization problems [33].

2.4. Conventional methods versus ML methods

Conventional methods remain widely used today because of
their simplicity and rapid calculations, especially in emergency
scenarios and settings with limited resources [34]. However, ML
methods offer distinct advantages over conventional approaches.

In cardiology, conventional methods typically rely on expert
knowledge for feature selection (i.e. manual selection), whereas
ML techniques can incorporate both expert input and automated
model evaluation. This enables ML-based methods to be more effi-
cient and accurate. Additionally, most conventional approaches
are designed based on an “average patient”, which may not
always account for the complexity of human pathophysiology.
As a result, conventional guidelines may not be suitable for all
patients. In contrast, ML approaches facilitate the development of
standardized predictive models, assisting cardiologists in creating
patient-specific guidelines and enhancing personalized decision-
making. These models also help clinicians to save time and improve
patient-provider interactions. Another key distinction between
statistical and ML methods lies in their respective contributions.
Conventional statistical methods focus on understanding relation-
ships between a limited number of variables, whereas ML excels at
discovering new variables within datasets and enhancing predic-
tive capabilities [35]. Moreover, ML techniques offer advantages
in handling non-parametric and non-linear interactions, includ-
ing addressing missing data [36]. With computational power, ML
methods can analyse data significantly faster than conventional
approaches.

A detailed comparison of conventional risk score methods and
Al-based risk prediction approaches is presented in Table 2.

3. Innovations in heart disease prediction using ML

This section explores key innovations in ML models for heart
disease prediction, which fall into two main categories: (1) the
development of novel algorithms; and (2) the innovative com-
bination of existing methods. A detailed bibliometric analysis is
provided in Appendix A (Table A.2, Figs. A.1-A.3).

3.1. Novel algorithms
Several studies have introduced new algorithms tailored for

heart disease prediction, moving beyond the traditional ML
approaches discussed in Section 3:
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Table 2

Conventional approach versus machine learning approach in cardiovascular disease prediction.

Aspect Conventional approach Machine learning approach
Hypothesis Involves forming and testing a hypothesis Does not require a predefined hypothesis
Methodology Focuses on estimating and interpreting data Uses data-driven predictions

Feature engineering
Learning capability
Outcome

Data requirements
Performance metrics

Requires domain expertise for manually selecting features
Lacks learning ability

Aims to confirm hypotheses and establish causality

Uses appropriately sized data tailored to a specific hypothesis
Evaluated using coefficients and compatibility levels

Can automatically extract relevant features from raw data
Continuously learns from data

Focuses on making predictions and uncovering hidden patterns
Handles large and complex datasets

Assessed using precision, recall, F-measure, accuracy and AUC

Data type Works with structured and single-type data
Risk factor consideration
smoking, hypertension)

Simple models with predefined parameters
Less prone to bias if assumptions hold

Model complexity

Bias and fairness

Limitations
low-dimensional data

Considers only demographic and clinical factors (e.g. age, sex,

Depends on strong assumptions and is limited to

Supports diverse data types, including structured and
unstructured data

Integrates multiple data sources (e.g. demographics,
electrocardiogram signals, gene expression, image-based features)
Complex, flexible and non-parametric models

Can inherit biases from data, requiring fairness-aware algorithms
Prone to overfitting, underfitting and data security concerns

AUC: area under the receiver operating characteristic curve.

Table 3
The variables table for the Cleveland Heart Disease dataset.

Variable name Data type Description Missing value
Age Integer Age of patient in years No
Sex Categorical Male=1; female=0 No
CP Categorical Chest pain level No
Trestbps Integer Resting blood pressure (on admission to the hospital) No
Chol Integer Serum cholesterol No
Fbs Categorical Fasting blood sugar > 120 mg/dL: true=1; false=0 No
Restecg Categorical Resting electrocardiography results: normal =0; ST-T wave abnormality=1; No
showing probable or definite left ventricular hypertrophy by Estes criteria=2
Thalach Integer Maximum heart rate achieved No
Exang Categorical Exercise-induced angina: yes=1; no=0 No
Old peak Integer ST-segment depression induced by exercise relative to rest No
Slope Categorical Upward sloping = 1; flat=2; downward sloping =3 No
Ca Categorical Number of major vessels (0-3) coloured by fluoroscopy Yes
Thal Categorical Severity of chest pain or trouble breathing Yes
Target Categorical Yes=1;no=0 No

e apolynomial-time algorithm based on game theory was designed
to compute optimal explanations for predictive models [37];

® a genetic algorithm-based feature selection combined with a
support vector machine was proposed to enhance heart disease
prediction accuracy [38];

¢ a study integrated feature ranking, particle swarm optimization
(PSO) and a neural network feedforward backpropagation model,
reducing the number of predictive factors from 13 to eight, and
achieving an accuracy of 91.94% [39];

e the classification and regression tree (CART) algorithm was
employed to rank influential features, extract decision rules and
predict heart disease with an accuracy of 87%, providing a cost-
effective and time-efficient diagnostic approach [40].

3.2. Innovative combinations of existing methods

Other studies have leveraged ensemble techniques and hybrid
models to improve predictive performance:

¢ an ensemble-based approach combining ML and deep learning
models, including random forest for feature extraction, achieved
88.70% accuracy in CVD prediction [41];

¢ a study employed six ML algorithms and a soft voting ensem-
ble classifier, using hyperparameter optimization and benchmark
dataset evaluation to enhance prediction accuracy beyond exist-
ing models [42];

¢ a multiclassifier ensemble model using soft computing tools
demonstrated high predictive accuracy and reliability, alongside
a user-friendly graphical interface for smart heart disease predic-
tion [43];

e a study applied supervised ML algorithms, with techniques such
as mean value imputation and information gain feature selection,
achieving a 95.63% classification accuracy using the random for-
est model, with high precision, recall, F1 score and area under the
receiver operating characteristic curve (ROC) values [44];
another research effort introduced an ML-based diagnostic sys-
tem, integrating feature selection techniques and evaluation
metrics, enabling accurate and timely heart disease prediction,
ultimately aiding doctors in effective patient diagnosis [45].

These innovations highlight the continuous advances in ML for
heart disease prediction, enhancing accuracy, interpretability and
practical applicability in healthcare settings.

4. Data processing and evaluation metrics
4.1. Dataset collection

Data collection in healthcare is essential for monitoring patient
health, delivering treatment and supporting clinical decision-
making. High-quality data are crucial for achieving reliable
research outcomes. Healthcare data are sourced from electronic
health records (EHRs), electrocardiography, internet of things (IoT)
devices, time-series data, clinical assessments, medical records,
patient-reported data and medical imaging.

However, healthcare datasets often contain missing values and
errors, making data acquisition costly and time-consuming. Ensur-
ing compliance with healthcare regulations and quality reporting
further emphasizes the importance of meticulous data collection.
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Table 4
Detecting cardiovascular and heart disease using machine learning techniques.
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Data set Approach

Results

Cleveland (UCI) [51]
Cleveland (UCI) [38] SVM
Kaggle repository’s CVD dataset [41]

Combination of: Cleveland, Hungarian,
Switzerland, Long Beach VA and Statlog
(Heart) [40]

Cleveland (UCI) [42]

ANN, SVM, KNN, linear regression
RF, KNN, DT, XGBoost, DNN, KDNN

Classification and regression trees

RF, KNN, logistic regression, NB, gradient

Accuracy: 88.7%

Accuracy: 88.34%

Accuracy: 88.70%; precision: 88.02%; recall:
88.02%; F1 score: 88.0%; AUC: 93%
Accuracy: 87.25%

Accuracy: 93.44%

boosting, AdaBoost classifier

Cleveland (UCI) [43]
Kaggle repository’s CVD dataset [44]

Cleveland (UCI) [45]
and RF
Cleveland (UCI) [52]
XGBoost
Cleveland (UCI) [53]

SVM, ANN, NB, regression analysis and RF
KNN, Naive Bayes and RF

Logistic regression, KNN, ANN, SVM, NB, DT
Logistic regression, KNN, SVM, NB, DT, RF and

Logistic regression, CNN, SVM, gradient

Accuracy: 98.17%

Accuracy: 95.63%; precision: 93%; recall: 92%;
F1 score: 92%; ROC: 90%

Accuracy: 89%

Accuracy: 88.52%; precision: 82.85%; recall:
96.66%; F1 score: 89.23%
Accuracy: 96.50%

boosting, KNN, XGBoost and RF

ANN: artificial neural network; AUC: area under the curve; CNN: convolutional neural network; CVD: cardiovascular disease; DNN: deep neural network; DT: decision tree;
KDNN: knowledge distillation neural network; KNN: K-nearest neighbours; NB: Naive Bayes; RF: random forest; ROC: receiver operating characteristic; SVM: support vector

machine; UCI: University of California, Irvine; XGB: extreme gradient boosting.

4.2. Classic datasets

Several publicly available clinical datasets are widely used for
CVD prediction, including: the Cleveland Heart Disease dataset
(University of California, Irvine) [46]; the Framingham Cardiovas-
cular Disease Prediction dataset [47]; the Cardiovascular Disease
dataset [48]; the Physikalisch Technische Bundesanstalt (PTB)
Diagnostic Electrocardiography dataset [49]; and the Stroke Pre-
diction dataset [50].

These datasets serve as benchmarks in CVD research. Table 3
lists the attributes of the Cleveland dataset as an example. In
Table 4, the findings of different studies using classic datasets in
cardiovascular and heart disease prediction are listed. By using ML
techniques mentioned in Section 3, the results are good, indicating
that these datasets can be useful in developing new methods for
CVD prediction.

4.3. Data preprocessing

4.3.1. Handling missing values

Missing values in healthcare datasets can occur as blanks, not a
number (NaN) or placeholders. Removing rows or columns with
missing data may lead to loss of valuable information. Instead,
imputation techniques are preferred in handling missing val-
ues [54]: univariate imputation replaces missing values with a
constant, mean, median or mode; and multivariable imputation
predicts missing values iteratively using regression models trained
on available data.

4.3.2. Outlier detection and treatment

Outliers can distort model performance [55]. Common detection
methods include [56] visual inspection (using histograms and one-
dimensional plots) and statistical methods (transforming variables
to achieve normality and setting thresholds for extreme values).

4.3.3. Feature scaling

Many ML algorithms require normalized data for efficient learn-
ing: standardization (Z-score normalization) rescales features to
have a mean of 0 and standard deviation of 1; and effect on models
is essential for algorithms such as support vector machines [radial
basis function kernel] and logistic regression, whereas tree-based
models remain unaffected.

4.3.4. Encoding categorical variables

Categorical features must be converted into numerical repre-
sentations before training ML models; one-hot encoding converts
categorical variables into binary vectors, creating a sparse matrix
for model compatibility.

4.3.5. Feature selection

Reducing dimensionality improves model performance and
computational efficiency. Common techniques include: Selec-
tKBest, which chooses features with the highest scores; the false
positive rate test, which selects features with statistically signifi-
cant P values; and least absolute shrinkage and selection operator
(LASSO) regression, which performs feature selection by applying
L1 regularization.

4.3.6. Handling imbalanced data

CVD datasets often exhibit class imbalance, where healthy
patients vastly outnumber those with the disease. This imbalance
can substantially impair the performance of standard algorithms,
as these models often become biased towards the majority class,
thereby neglecting the minority class [57]. Resampling methods
address this issue: the synthetic minority oversampling technique
(SMOTE) generates synthetic minority class samples by interpolat-
ing between existing ones; and undersampling (NearMiss) reduces
the majority class to balance the dataset.

4.4. Evaluation metrics

Evaluating model performance requires multiple metrics
because of class imbalance in medical datasets. Evaluating CVD
prediction models requires appropriate metrics to assess their
performance effectively. Given the unique characteristics of each
problem, selecting suitable evaluation criteria is crucial [58].

There are some key terms in evaluation metrics: true positive
(correctly identifying individuals with CVD); true negative (accu-
rately classifying healthy individuals as disease-free); false positive
(misclassifying healthy individuals as having the disease); and false
negative (failing to detect the disease in affected individuals).

A confusion matrix is a specific table layout that allows visual-
ization of the performance of an algorithm based on the above key
terms. An example of 2 x 2 confusion matrix is shown in Table A.3.

The common evaluation metrics include accuracy, precision,
recall/sensitivity, specificity, F1 score and area under the ROC curve
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(AUC). The detailed definitions and formulae for these metrics are
presented in Appendix B.

4.5. Model cross-validation

Cross-validation improves model reliability by reducing over-
fitting. K-fold cross-validation splits the dataset into k subsets,
training on k—1 folds and testing on the remaining fold. This process
repeats k times, ensuring robust performance estimation across
different dataset partitions [59].

4.6. Clinical interpretation and application of high F1 score
models

Evaluation metrics such as accuracy, F1 score and AUC are essen-
tial for assessing model performance, but their clinical significance
must be clearly understood for effective medical decision-making.
The F1 score is particularly valuable in imbalanced datasets, where
accuracy alone can be misleading. For example, in a rare heart
disease prediction (1:99 positive-to-negative ratio), a model pre-
dicting all cases as negative would achieve 99% accuracy, but would
fail to identify any actual cases. A high F1 score, however, ensures
a balance between precision (reducing false positives) and recall
(reducing false negatives) - critical in healthcare settings where
misclassification can have serious consequences.

Clinically, high F1 score models can enhance diagnostic decision
support by identifying high-risk patients early (e.g. stroke pre-
diction models aiding patient prioritization), improve treatment
recommendations and risk stratification by guiding interventions
(e.g. predicting chemotherapy response in oncology) and integrate
into clinical workflows via EHRs to provide real-time decision sup-
port while minimizing false alarms (e.g. intensive care unit alert
systems detecting patient deterioration).

Optimizing the F1 score requires careful data preprocessing,
model selection and threshold tuning. Regular clinical valida-
tion ensures real-world performance aligns with reported metrics,
especially across diverse populations. Additionally, physician
training and the use of explainable Al can enhance trust and usabil-
ity, ensuring that Al-driven insights effectively support clinical
decision-making.

5. Current challenges and prospective directions for future
research

ML has become an increasingly valuable tool in CVD prediction,
particularly with the rise of deep learning methods in medi-
cal image analysis and electrocardiogram interpretation. These
techniques offer improved accuracy in disease diagnosis and risk
assessment [60]. However, several challenges hinder their inte-
gration into clinical practice. These challenges include concerns
regarding data privacy, the need for extensive and diverse datasets,
adherence to regulatory and ethical standards, model robustness
and generalization issues. Addressing these limitations is essential
for the successful deployment of ML-based CVD prediction models
[61].

5.1. Regulatory challenges

ML applications in healthcare must comply with data privacy
regulations, such as the Health Insurance Portability and Account-
ability Act (HIPAA) in the USA and the General Data Protection
Regulation (GDPR) in the European Union. These regulations man-
date that patient data must be anonymized and stored securely to
prevent breaches and unauthorized access. Additionally, ML mod-
els trained on sensitive health data require robust encryption and
access control measures.

Archives of Cardiovascular Disease xXx (XXxX) XXX—XXX

Although these regulations are crucial for ensuring patient
safety and ethical Al use, they also introduce challenges. Strict
compliance requirements can slow down innovation and Al deploy-
ment, as obtaining regulatory approval from bodies such as the US
Food and Drug Administration (FDA) or the European Medicines
Agency (EMA) can take years. Moreover, the high costs associated
with compliance may present significant barriers for smaller star-
tups and academic institutions.

Another challenge stems from data-sharing restrictions. Pri-
vacy laws often limit access to high-quality diverse datasets, which
are essential for training unbiased and generalizable ML mod-
els. Anonymization is necessary for privacy protection, but can
inadvertently reduce the usefulness of data by eliminating clini-
cally relevant correlations. Future research should explore how to
strike a balance between ensuring compliance and fostering inno-
vation in Al-driven healthcare, including updating regulations to
reflect technological advances while maintaining patient data secu-
rity.

5.2. Ethical challenges

The integration of Al in healthcare raises several ethical con-
cerns, particularly regarding accountability, fairness and bias. If an
ML model makes an incorrect prediction that leads to misdiag-
nosis or improper treatment, it remains unclear who should bear
responsibility — the developers, the healthcare institution or the
physician relying on the model. Establishing clear legal and ethical
frameworks for accountability is essential to address this issue.

Bias in ML models is another significant ethical concern [62].
These models can inherit biases from the training data, leading
to disparities in predictions across different demographic groups,
such as race, sex and socioeconomic status. If certain popula-
tions are underrepresented in training datasets, the model may
perform less accurately for those groups, resulting in unequal
healthcare outcomes. Addressing this issue requires proactive mea-
sures, including: improving data diversity and representation by
collecting balanced datasets that include patients from different
demographic backgrounds; and implementing bias detection and
mitigation techniques to ensure fairness in model predictions.
Future research should focus on developing systematic approaches
to address these ethical challenges, ensuring that Al-driven health-
care solutions promote equity and inclusivity.

5.3. Future research directions

Despite significant advances, several research gaps remain in
the application of ML for CVD prediction that future studies could
focus on.

5.3.1. Enhancing data preprocessing techniques

Limited research has examined the impact of data prepro-
cessing methods on ML model performance in CVD prediction.
However, preprocessing plays a critical role in model training, influ-
encing predictive accuracy and generalizability. Techniques such
as data cleaning, normalization, feature selection and dimension-
ality reduction can significantly impact model outcomes. Future
research should systematically evaluate various preprocessing
strategies to determine optimal workflows that enhance model
robustness and reliability.

5.3.2. Strengthening security and privacy protection

Maintaining data security and privacy is paramount in health-
care ML applications. Future research should explore advanced
encryption techniques, secure federated learning and privacy-
preserving ML approaches that enable data sharing while ensuring
compliance with regulations. Collaboration among healthcare
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institutions is essential for building extensive and diverse datasets,
which can improve the accuracy and generalizability of medical ML
models [63].

5.3.3. Integrating IoT and clinical data for personalized healthcare

The IoT has become increasingly prevalent in healthcare, gen-
erating vast amounts of real-time health data through wearable
devices and mobile applications. However, few studies have
explored the integration of [oT-generated health data with conven-
tional clinical imaging and EHRs. Future research should focus on
designing ML pipelines that merge IoT data with clinical datasets
to enable more personalized and precise CVD prediction. This inte-
gration could enhance early detection, continuous monitoring and
individualized treatment recommendations.

5.3.4. Enhancing model generalization for clinical deployment

To enhance model generalization for CVD prediction, future
research must address critical challenges such as dataset bias,
class imbalance and temporal dynamics. Whereas many datasets
skew toward urban, older populations or underrepresent women
and minorities, synthetic data generation (e.g. generative adver-
sarial networks [GANs]) and federated learning could mitigate
these gaps by pooling diverse privacy-preserving data across
institutions. Class imbalance in rare events, such as myocardial
infarction, requires advanced techniques, such as SMOTE focal
loss or cost-sensitive learning, to prioritize recall and reduce false
negatives. Robust validation frameworks - such as adversarial
cross-validation on multicentre datasets with varying demo-
graphics, imaging protocols and EHR formats-are essential to
ensure reliability in heterogeneous clinical settings. Additionally,
dynamic models capable of continuous adaptation via IoT/EHR
data streams and concept drift detection will remain relevant amid
evolving risk factors, such as aging populations or pandemics.
Transfer learning architectures pretrained on diverse datasets (e.g.
ImageNet) could standardize features across imaging vendors,
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improving interoperability, while adaptive regulatory frameworks
would accelerate deployment by balancing innovation with safety
accountability. Addressing these challenges collectively will foster
equitable, scalable and clinically actionable ML tools for global
cardiovascular care.

6. Conclusions

CVD remains a leading cause of global deaths, particularly in
developing countries, highlighting the urgent need for effective
early detection strategies. Al techniques have demonstrated signif-
icant potential in identifying heart disease at an early stage because
of their speed, automation and high predictive accuracy. These
advantages are particularly valuable in underdeveloped regions
where access to healthcare professionals is limited.

Despite these benefits, Al-based CVD prediction also presents
certain challenges. The reliability of ML models is highly depen-
dent on data quality, requiring extensive preprocessing to handle
issues such as missing values, imbalanced datasets and potential
biases. Additionally, although Al can enhance diagnostic precision,
its integration into clinical practice necessitates careful validation
to ensure robustness and generalizability across diverse popula-
tions. Ethical considerations, including patient data privacy and the
accountability of Al-driven decisions, must also be addressed to
foster trust among healthcare providers and patients.

To maximize the clinical impact of Al in CVD detection, future
research should focus on improving model transparency and
integrating Al systems with existing healthcare workflows. Collab-
orative efforts between data scientists, clinicians and policymakers
will be essential in translating Al advances into practical clinical
tools. Based on the findings discussed in this review, Al-driven
CVD prediction holds great promise for enhancing early diagnosis
and improving patient outcomes, provided that its limitations are
carefully managed, and its implementation is guided by rigorous
validation protocols (Central illustration).
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Central illustration. ML vs Conventional Methods: Evaluates strengths and limitations of machine learning against conventional statistical
models. Innovations and Challenges: summarized key innovation points in current research and discussed regulatory and ethical challenges

in ML use in medical applications.
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